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Security Alert 

 
 

Description 

There have been number of recent spoofing emails delivered to government 
entities within the state of Kuwait that look legitimate as if they have been sent 
by official email addresses related to MOH.  The spoofing email have originated 
from a shared IP address provided by a hosting company located in Kazakhstan. 

Threats 

Spoofing is a tactic used in cyber-attacks in which malicious threat actors try to 
impersonate a domain in order to lure and deceive others. Threat actors 
attempt to lure users by emails from sources that look legitimate the reason for 
this is that they know that the chances of user interaction with messages are 
more likely. 
 

Preventive Measures 

• Provide Security awareness training programs to employees. 

• Use organization email address based on assigned roles such as Public 

Relations, or customer relations. 

• Deploy email security gateways which include malware protection, antispam 

and content filtering policies. 

• Implement secure email authentication protocols (SPF, DMAC, DKIM). 
 

 Actions to take  
• Be aware of this spoofing email campaigns. 

• Review the image of the email header below. 

• Kindly note that the Sending email domain IP is dynamic. 
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