
TIPS FROM CITRA TO SECURE YOUR 
ACCOUNT ON TWITTER  
 

• Use a strong password and keep it unique 
 

• Enable login verification (two-factor authentication). 

On the app, go to “Settings and privacy”, then 

“Account”, then “Security”, then “Two-factor 

authentication”. Click on learn more 
 

• Enable “password reset protection”. On the app, go 

to “Settings and privacy”, then “Account”, then 

“Security”, then enable the feature 
 

• If someone else manages your account, review who 

can access the account and revoke old/unnecessary 

users. Reduce the number of managers to the 

minimum. Inform the current managers to be 

cautious and vigilant of any unusual behavior on the 

account 
 

• Review 3rd party application and sessions/devices 

that can access your account and revoke 

old/unnecessary apps. On the app go to “Settings and 

privacy”, then “Account” then “Apps and sessions” 
 

• Ensure that the email address and mobile number 

associated with the account are up-to-date. Ensure 

that the email address is secure 
 

• Do not click on unknown URLs. Never fill a form from 

those URLs. Always type the website address in the 

address bar of the browser to log in to your account 
 

• Beware of emails requiring you to enter your 

password 
 

Signs that your account may have been hacked: 

1. You notice direct messages or tweets that you did 

not post  

2. You receive an email from Twitter informing you 

about an unusual activity on your account 

3. You receive an email from Twitter informing that 

your password has been changed. 

4. You are unable to access your account using the 

correct username/password 

5. You receive an email from Twitter informing you 

that you  
 

For more information, Kindly visit Twitter help center:  
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ATTENTION

https://help.twitter.com/en/safety-and-security/account-security-tips 

www.citra.gov.kw 

@CitraKuwait 


